»
Scheda corso "MO0C20744 Securing Windows Server 2016”
2 Per informazioni www.greensistemi.it - info@greensistemi.it
.
s i s t e m i

Ogni corso e personalizzabile in base alle vostre esigenze.

Corso

Securing -- Windows

Windows Server . S
erver
2016 .

Durata: 4-5 giornate
A chi e rivolto:

Questo corso si rivolge agli IT professional che hanno la necessita di incrementare il livello di
sicurezza della infrastruttura IT da loro amministrata.

Scopo del corso:

Il corso illustra come mitigare il pericolo di malware e aiuta ad identificare le problematiche legate
alla sicurezza mediante |'utilizzo di auditing e della funzionalita di Advanced Threat Analysis
presente in Windows Server 2016. Si apprende inoltre a rendere sicura la piattaforma di
virtualizzazione e ad utilizzare le nuove funzionalita di deployment quali Nano server e containers.
Il corso illustra anche come proteggere |'accesso ai file utilizzando encryption e dynamic access
control, e come sia possibile migliorare la sicurezza della rete. Questo corso aiuta gli allievi a
preparare I'esame di certificazione Microsoft 70-744 Securing Windows Server 2016.

Prerequisiti:
Per partecipare con profitto a questo corso € necessario che gli allievi

eabbiano frequentato i 3 corsi MOC 20740 - Installation, Storage, and Compute with Windows
Server 2016, MOC 20741 - Networking with Windows Server 2016 e MOC 20742 - Identity with
Windows Server 2016 oppure posseggano competenze equivalenti;

eabbiano una solida comprensione pratica dei fondamenti di networking e, in particolare, su
TCP/IP, UDP e DNS;

eabbiano una solida comprensione pratica dei servizi Active Directory (AD DS); eabbiano una
solida comprensione pratica dei fondamenti di virtualizzazione con Hyper-V.
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Contenuti:

Module 1: Attacks, breach detection, and Sysinternals tools

In this module, students will learn about breach detection, attack types and vectors, cybercrime,

and how you can analyse your system’s activity by using the Sysinternals tool suite.
Lessons

eUnderstanding attacks

eDetecting breaches

eExamining activity with the Sysinternals tool

Lab : Basic breach detection and incident response strategies

eldentifying attack types

eExploring the Sysinternals tools

After completing this course, students will be able to:

eDescribe breach detection.

eDescribe how to detect a breach by using the Sysinternals tools.

Module 2: Protecting credentials and privileged access

This module explains how you can configure user rights and security options, protect credentials
by using credential guard, implement privileged-access workstations, and manage and deploy a

local administratorpassword solution so that you can manage passwords for local administrator

accounts.

Lessons

eUnderstanding user rights

eComputer and service accounts

eProtecting credentials

ePrivileged-Access Workstations and jump servers

eLocal administrator-password solution

Lab : Implementing user rights, security options, and group-managed service accounts

eConfiguring security options

Pag.z


http://www.greensistemi.it/
mailto:info@greensistemi.it

o
Scheda corso "MO0C20744 Securing Windows Server 2016”
2 Per informazioni www.greensistemi.it - info@greensistemi.it
.
s i s t e m i

Ogni corso e personalizzabile in base alle vostre esigenze.

eConfiguring restricted groups

eDelegating privileges

eCreating and managing group managed service accounts (MSAs)
eConfiguring the Credential Guard feature

eLocating problematic accounts

Lab : Configuring and deploying LAPs

e|nstalling and configuring LAPs

eDeploying and testing LAPs

After completing this module, students will be able to:
eUnderstand user rights.

eDescribe computer and service accounts.

eHelp protect credentials.

eUnderstand privileged-access workstations and jump servers.

eUnderstand how to use a local administrator-password solution.

Module 3: Limiting administrator rights with Just Enough Administration
This module explains how to deploy and configure Just Enough Administration (JEA).
Lessons

eUnderstanding JEA

eVerifying and deploying JEA

Lab : Limiting administrator privileges with JEA

eCreating a role-capability file

eCreating a session-configuration file

eCreating a JEA endpoint

eConnecting and testing a JEA endpoint

eDeploying a JEA configuration to another computer

After completing this module, students will be able to:

eUnderstand JEA.
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*Verify and deploy JEA.

Module 4: Privileged access management and administrative forests

This module explains the concepts of Enhanced Security Administrative Environment (ESAE)
forests, Microsoft Identity Manager (MIM), and Just In Time (JIT) Administration, or Privileged
Access Management.

Lessons

*ESAE forests

eQverview of Microsoft Identity Manager

eOverview of JIT administration and PAM

Lab : Limiting administrator privileges with PAM
eLayered approach to security

eConfiguring trust relationships and shadow principals
*Requesting privileged access

eManaging PAM roles

After completing this module, students will be able to:
eUnderstand ESAE forests.

eUnderstand MIM.

eUnderstand JIT administration and PAM.

Module 5: Mitigating malware and threats

This module explains how to configure the Windows Defender, AppLocker, and Device Guard
features.

Lessons

eConfiguring and managing Windows Defender
eRestricting software

eConfiguring and using the Device Guard feature

eDeploying and using the EMET
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eConfiguring Windows Defender

eConfiguring AppLocker

eConfiguring Device Guard

eDeploying and using EMET

After completing this module, students will be able to:
eConfigure and manage Windows Defender.
eRestrict software.

eConfigure and use the Device Guard feature

eUse and deploy the EMET.

Module 6: Analyzing activity with advanced auditing and log analytics
This module explains how to use advanced auditing and Windows PowerShell transcripts.
Lessons

eOverview of auditing

eAdvanced auditing

eWindows PowerShell auditing and logging

Lab : Configuring advanced auditing

eConfiguring auditing of file-system access

eAuditing domain sign-ins

eManaging advanced audit policy configuration

eWindows PowerShell logging and auditing

After completing this module, students will be able to:

eUnderstanding auditing.

eUnderstand advanced auditing.

eAudit and log Windows PowerShell.
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Module 7: Deploying and configuring Advanced Threat Analytics and Microsoft Operations
Management Suite

This module explains the Microsoft Advanced Threat Analytics tool and the Microsoft Operations
Management suite (OMS), and details how you can use them to monitor and analyse the security
of a Windows Server deployment.

Lessons

eDeploying and configuring ATA

eDeploying and configuring Microsoft Operations Management Suite
Lab : Deploying ATA and Microsoft Operations Management Suite
ePreparing and deploying ATA

*Preparing and deploying Microsoft Operations Management Suite
After completing this module, students will be able to:

eDeploy and configure ATA.

eDeploy and configure Microsoft Operations Management Suite.
Module 8: Secure Virtualization Infrastructure

This module explains how to configure Guarded Fabric virtual machines (VMs), including the
requirements for shielded and encryption-supported VMs.

Lessons

eGuarded Fabric

eShielded and encryption-supported virtual machines

Lab : Guarded Fabric with administrator-trusted attestation and shielded VMs
eDeploying a guarded fabric with administrator-trusted attestation
eDeploying a shielded VM

After completing this module, students will be able to:

eUnderstand Guarded Fabric VMs.

eUnderstand shielded and encryption-supported VMs.

Module 9: Securing application development and server-workload infrastructure
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This module details the Security Compliance Manager, including how you can use it to configure,
manage, and deploy baselines. Additionally, students will learn how to deploy and configure Nano
Server, Microsoft Hyper-V, and Windows Server Containers.

Lessons

eUsing SCM

eIntroduction to Nano Server

eUnderstanding containers

Lab : Using SCM

eConfiguring a security baseline for Windows Server 2016
eDeploying a security baseline for Windows Server 2016
Lab : Deploying and Configuring Nano Server
eDeploying, managing, and securing Nano Server
eDeploying, managing, and securing Windows container
After completing this module, students will be able to:
eUnderstand SCM.

eDescribe Nano Server.

eUnderstand containers.

Module 10: Planning and protecting data

This module explains how to configure Encrypting File System (EFS) and BitLocker drive encryption
to protect data at rest.

Lessons

ePlanning and implementing encryption

ePlanning and implementing BitLocker

Lab : Protecting data by using encryption and BitLocker
eEncrypting and recovering access to encrypted files
eUsing BitLocker to protect data

After completing this module, students will be able to:
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*Plan and implement BitLocker.

Module 11: Optimizing and securing file services

This module explains how to optimize file services by configuring File Server Resource Manager
(FSRM) and Distributed File System (DFS). Students will learn how to protect a device’s data by
using encryption or BitLocker. Students also will learn how to manage access to shared files by

configuring Dynamic Access Control (DAC).

Lessons

oFile Server Resource Manager

eImplementing classification management and file-management tasks
eDynamic Access Control

Lab : Quotas and file screening

eConfiguring File Server Resource Manager quotas

eConfiguring file screening and storage reports

Lab : Implementing Dynamic Access Control

ePreparing for implementing Dynamic Access Control
eImplementing Dynamic Access Control

eValidating and remediating Dynamic Access Control

After completing this module, students will be able to:

eUnderstand File Server Resource Manager.

eImplement classification management and file-management tasks.

eUnderstand Dynamic Access Control

Module 12: Securing network traffic with firewalls and encryption
This module explains the firewalls that are present on Windows Server.
Lessons

eUnderstanding network-related security threats

eUnderstanding Windows Firewall with Advanced Security

eConfiguring IPsec
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eDatacenter Firewall

Lab : Configuring Windows Firewall with Advanced Security
eCreating and testing inbound rules

eCreating and testing outbound rules

eCreating and testing connection security rules

After completing this module, students will be able to:
eUnderstand network-related security threats.
eUnderstand Windows Firewall with Advanced Security.
eConfigure IPsec.

eUnderstand Datacenter Firewall.

Module 13: Securing network traffic

This module explains how to secure network traffic and how to use Microsoft Message Analyzer,
Server Message Block (SMB) encryption, and Domain Name System Security Extensions (DNSSEC).

Lessons

eNetwork-related security threats and connection-security rules
eConfiguring advanced DNS settings

eExamining network traffic with Microsoft Message Analyzer
eSecuring SMB traffic, and analysing SMB traffic

Lab : Securing DNS

eConfiguring and testing DNSSEC

eConfiguring DNS policies and RRL

Lab : Microsoft Message Analyzer and SMB encryption
e|nstalling and using Message Analyzer

eConfiguring and verifying SMB encryption on SMB shares
After completing this module, students will be able to:
eConfigure advanced DNS settings.

eExamine network traffic with Message Analyzer.

eSecure SMB traffic, and analyze SMB traffic.
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Module 14: Updating Windows Server

This module explains how to use Windows Server Update Services (WSUS) to deploy updates to
Windows Servers and clients.

Lessons

eOverview of WSUS

eDeploying updates by using WSUS

Lab : Implementing update management
eImplementing the WSUS server role

eConfiguring update settings

eApproving and deploying an update by using WSUS
After completing this module, students will be able to:
eUnderstand WSUS.

eDeploy updates with WSUS.

Certificazioni
Il corso & propedeutico per i seguenti esami:

¢70-744 - Securing Windows Server 2016

Pag. 10


http://www.greensistemi.it/
mailto:info@greensistemi.it

